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Every
1 seconds

A New Org Falls Of All Attacks Involve
Victim Double Extortion

Cybersecurity Ventures (October 2019) IBM X-Force Threat Intelligence Index (March 2021)

9%

>4000

Ransomware Attacks
Happen Daily

Justice.gov, How to Protect Your Networks from Ransomware: Technical Guidance
Document (June 2016)

Use RDP with either valid accounts or brute-

forced credentials to move laterally within
networks

2020 VMware Threat Landscape Report (May 2021)
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2021

Damage

$20B

2019 S11.5B
2018 S8B

Cybersecurity Ventures (October 2019)
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Seguridad para Nubes, Workloads & Endpoints

|dentificar Riesgo

Baseline/Visibilidad/Validacion.

Gestionar Vulnerabiliades,
cambios de estado y
configuraciones por medio de
gueries hacia Endpoints y
Workloads.

Aprovechamiento para tareas de
hardening y contexto.

Identifique los riesgos més
facilmente con un contexto
compartido en todas las
soluciones.

OB OB

Workloads Endpoints
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Prevenir

Hardening y refuerzo de de Activos
ante amenazas detectadas en el
ecosistema.

Prevenir malware, software y
procesos no-deseados

Prevenir acceso no autorizado con
base a la postura de seguridad.

Detener No-Malware y Ataques LoL

Detectar & Responder

Zoom In: Deteccion (temprana/exacta)
Zoom Out: Observar la “campafia”
Responder: Remediar y Prevenir

Enriquecer las detecciones con mayor
contexto de IOCs/Alertas correlacionadas

Aprovechar el contexto compartido para
automatizar procesos y respuesta
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.
Seguridad Cloud, Workloads y Endpoints

Audit and
Remediation

Workloads/
Container

Device
Control

Next-Gen
Antivirus

Vulnerability
Management

VMware
Carbon Black™

Identify Risk / Prevent / Detect & Respond

Detect & Respond

®

On-Prem Solution
Carbon Black App Control
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EDR Detect/Response

Threat
Intelligence

S

Managed

----------------------------------------------

On-Prem Solution
Carbon Black EDR
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Prevenir Atagues de Malware y Non-Malware

Multiple prevention techniques to stop each attack type

* Reputacion y ML para
malware conocido y
desconocido

* Prevencion por
comportamiento para
ataques fileless y LOL

e Sefuelos para
Ransomware

* Una sola politica
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vCenter Plugin & Appliance Architecture Overview
VMware Carbon Black Workload

Carbon Black

Cloud
SaaS '
On-premises E
Behavior ! vSphere
]
Metadata | Workloads
:
Carbon Black LT : VMware
Plugin Tools 00 Tools
vCenter . VM M M
iy Appliance
Virtual Machine Virtual Machine Virtual Machine
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Adaptarlo de manera Unica a su negocio

Traducir facilmente la prevencion por comportamiento en su ambiente

Carbon Black. Horkcatiore Help Edd Murgtg (mitremal car bl nck.com)
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Visibilidad para InfoSec

Gestion de Vulnerabiidades integrada en Carbon Black Cloud

c&bﬁl"l Elaﬂk. N:u‘.ﬂl;v.ﬁl Sarah Greenbergl {psor-testd)

Priorizacion basada en riesgo P VULNERABITIES
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Visibilidad para Admins de vSphere

Gestion de Vulnerabilidades integrada a vSphere

Priorizacién basada en riesgo
sobre todas las
vulnerabilidades existentes
en el ambiente de vSphere

Proveer conciencia de riesgo
a Admins de vSphere

Investigar y remediar de
manera directa las VMs por
medio de vSphere Client
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NSX-T Integration and Tagging

Apply Network Policy

FILTERS Clear i Sreiults Group alerts (@I

Integrate with VMware NSX-T , BT L et i NN )
. 5 5 . 58 Drten Com = Al o D e sesct S I e ey 5

distributed firewall to provide

protection for your VMs from o ” MEBS s Y foknd ‘

the networking layer. gy et W R |

24314 pm
Aug 20, 2021 Aknown virus (Trojan: PGP) was detected,

+  Device (2)
+  Process(3)

Workflow (2)

Assign an NSX-T tag and
associated firewall policy to a

VM directly through the Carbon -
Black Cloud console. o s ., =

Other Activity (1)

This action can be taken when a
Carbon Black alert has been
generated or from the Carbon
Black inventory view.
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Lifecycle Management for VM Inventory

vCenter Plugin

vm vSphere Client Menu ®) ($) Administrator@VSPHERE.LOCAL Help

o R Home Carbon Black 10.172.146.36 | STANDALONE v/
Overview of inve ntory o Soctcils .
. Summary Vulnerabilities Inventory
and security posture
E-‘ Hosts and Clusters
@ VMs and Templates ~
|nventory management | storage Appliance Health ~ Inventory Status (318) @
. ¥ Networking
for install and u pdates [@ Content Libraries © Healthy Description VMs
i Global Inventory Lists
© vCenter connectivity © Gateway Carbon Black enabled 102
Enable CBC Vv_orkload as B8 Polcies and Profies © Inventory Health © Appliance Worker Carbon Black update available 86
a featu re on vi rtual 8 Networking and Sec @ vSphere Worker
. Assets unsupported by Carbon Black 55
machines @ Access Control Service
Assets requiring VMtools upgrade 75
© Administration
Provide context for .
. Tasks GO TO APPLIANCE VIEW INVENTORY
appliance health and 0@ Events
install workflow Critical Vulnerabilities by Asset @  Total Critical Vulnerabilities ®

Tags & Custom Attri

4 New Search

VIEW ALL VIEW ALL
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Workspace Security — Integrations strengthen the solutions

Baseline/Visibility and Maintaining device
Independent Validation of + + compliance to policy
eCUIRCE I Prevent malware, Zero Trust Access Control

ransomware, fileless attacks to any app under trusted
high risk executables conditions

WSL1 Intelligence
End User

Services

InfoSec

Integrations
Team

%
g xS
Ponse Orce®

Detect, Investigate and Response Orchestration
Respond to attacks you and Automation
cannot prevent
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Integrations help differentiate the solution

Enhanced Protection with Workspace Security

@ Workspace ONE Q. AUTOMATIONS

Insight: . . . .
e Automations > Remove Work App if Blacklisted App is Launched
Dashboards Status: Enabled * Category: Carbon Black: Carbon Black Threats * Created: Jul 1, 2019
My Dashboards
Security Risk Overview Activity
OS Updates
Apps Carbon Black
) [Ceoir ] [[copv ] [[rename | [oisasLe | [ peLeTe
Automations
Analytics, Automation, Orchestration
~ Reporting

Trigger (When) ®

Reports

WO rkS pa Ce o N E I nte I I ige n Ce Recen: Actiity Cb Carbon Black: Carbon Black Threats Data

Syne Status New incoming events

Settings .
I Integrations Filter (|f) ® category: Carbon Black: Carbon Black Threats

Service Accounts
v
Dev|ce Health / Zero Trust Access Threat Type contains any of (t_pol_term_child : (calculator.exe), t_rep_virus) 2
Action (Then) ®

> @ Workspace ONE UEM - Remove Internal Application

Workspace ONE Suite

(WS1 Adv, MM Ess., RWE)

5 @ Workspace ONE UEM - Send Email

VIEW ((2tags ) ===

OO .o . Somos >
kolbi O e
Para mas informacion, cosTA
NEGOCIOS contacteme o visite
#saltemésjuntos




DEMO

VMware Carbon Black en accion

i W kolbi
mwa re Confidential | ©2022 VMware, nyre %oc.o! Para masInformacion,

contacteme o visite kolbi.cr
#saltemésjuntos




’ X k" lb. emaial®. LSQA | @ avaityavsiia PR .
mwa re Confidential | ©2022 VMware, Incf""‘ esoc.o! l Earames hilaenacichy e E = I

contacteme o visite kolbi.cr
#saltemésjuntos




